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1. Regulatory framework

1.1. Definition of a medical device in Directive 93/42/CEE
A medical device was first technically defined within the European 

legal system in Directive 93/42/CEE, implemented in Italy by Legislative 
Decree 46/97.

Article 1 letter a) of Directive 93/42/CEE, in the original version, pro-
vided the following definition of a medical device:

“any instrument, apparatus, appliance, material or other article, whether used 
alone or in combination, including the software necessary for its proper application 
intended by the manufacturer to be used for human beings for the purpose of: 

• diagnosis, prevention, monitoring, treatment or alleviation of disease;
• diagnosis, monitoring, treatment, alleviation of or compensation for an 

injury or handicap;
• investigation, replacement or modification of the anatomy or of a physio-

logical process;
• control of conception;
and which does not achieve its principal intended action in or on the hu-

man body by pharmacological, immunological or metabolic means, but 
which may be assisted in its function by such means.”
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In the light of this definition, the software was therefore not consid-
ered as part and parcel of the medical device in its own right, but only in-
sofar as used for the device’s correct functioning.

The original version of 1993 was thus intended to regulate the so-
called “embedded” software, used to run electromedical devices and to 
provide an interface for them, while the so-called “stand-alone” soft-
ware was not described.

1.2. Extension of the definition of a medical device in Directive 
2007/47/CEE to include software

In 2007 a new Directive (2007/47/CEE - MDD) was issued, providing 
a more comprehensive definition of a medical device and establishing that 
software can be a medical device in its own right.

The implications of this modification clearly emerge in recital 6 of the 
Directive, which states:

“It is necessary to clarify that software in its own right, when specifically 
intended by the manufacturer to be used for one or more of the medical pur-
poses set out in the definition of a medical device, is a medical device. Software 
for general purposes when used in a healthcare setting is not a medical device.” 

Recital 20 then states:
“Taking account of the growing importance of software in the field of 

medical devices, be it as stand alone or as software incorporated in a device, 
validation of software in accordance with the state of the art should be an es-
sential requirement.” 

The definition of a medical device is therefore reformulated as follows:
“any instrument, apparatus, appliance, software, material or other arti-

cle, whether used alone or in combination, together with any accessories, 
including the software intended by its manufacturer to be used specifically 
for diagnostic and/or therapeutic purposes and necessary for its proper ap-
plication, intended by the manufacturer to be used for human beings for 
the purpose of:

• diagnosis, prevention, monitoring, treatment or alleviation of dis-
ease;

• diagnosis, monitoring, treatment, alleviation of or compensation for an 
injury or handicap;

• investigation, replacement or modification of the anatomy or of a physio-
logical process;

• control of conception;
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and which does not achieve its principal intended action in or on the hu-
man body by pharmacological, immunological or metabolic means, but 
which may be assisted in its function by such means.” 

Starting from 2007, legislation has thus established that software can 
be considered a medical device itself, wheter it is incorporated in the de-
vice (embedded) or works in its own right (stand-alone).

Subsequently, the international IMDRF/SaMD WG/N10FINAL:2013 
guidelines introduced the following definition of software as a stand-alone 
medical device (also called Software as a Medical Device - SaMD):

“The term “Software as a Medical Device” (SaMD) is defined as software 
intended to be used for one or more medical purposes that perform these pur-
poses without being part of a hardware medical device.”

1.3. Regulation (EU) 2017/745 on medical devices
In 2017 the new Regulation (EU) 2017/745 on medical devices was ap-

proved. Known as the MDR (Medical Device Regulation), this will also be 
referred to below simply as the Regulation. When it was published in the 
official Gazette of the European Union on 5 May 2017, the intention was 
for it to supersede the current Directive and enter into force on 26 May 
2020. However, in April 2020, because of the CoViD-19 pandemic, the 
European Parliament postponed the entry into force of the new Regula-
tion and extended the period of validity of the current Directive by one 
year, thus establishing the new date of the Regulation’s formal application 
as 26 May 2021. It should be noted that the Regulation, unlike the Direc-
tive, is a full-fledged legislative act, binding in all its parts, which does not 
need to be transposed into national legislation and thus obliges the mem-
ber states to comply with it in its entirety. 

The new MDR extends the definition of a medical device, including 
prediction and prognosis among the purposes taken into account, and 
thus potentially also including software for risk index calculation.  

Regarding application of the new rules to software in particular, it is 
important to point out that Article 2, point 28 of the MDR defines placing 
on the market as “the first making available of a device, other than an in-
vestigational device, on the Union market ”.

Article 5 then states that: “A device may be placed on the market or 
put into service only if it complies with this Regulation when supplied and 
properly installed, maintained and used in accordance with its intended 
purpose.”
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Recital 19, with the aim of better defining when software is a medical 
device, states: “It is necessary to clarify that software in its own right, 
when specifically intended by the manufacturer to be used for one or more 
of the medical purposes set out in the definition of a medical device, quali-
fies as a medical device, while software for general purposes, even when 
used in a healthcare setting, or software intended for life-style and well-be-
ing purposes is not a medical device. The qualification of software, either 
as a device or an accessory, is independent of the software’s location or the 
type of interconnection between the software and a device.” So-called well-
ness apps, meaning those for simple lifestyle tracking, are thus excluded 
from the definition of a medical device because they are not for “diagno-
sis, prevention, monitoring, prediction, prognosis, treatment or allevia-
tion of diseases”, while those for tracking and collecting everyday life-
style data for purposes of primary or secondary prevention do fall with-
in the medical device category.

Regarding the manufacturer’s responsibilities, defined in Article 10 of 
the Regulation, two of the most important are:

• the need to adopt a system for risk management throughout the 
medical device’s life cycle, from design to disposal, with a requirement 
for new, more detailed assessment of post-certification data;

• the obligation to assess the clinical benefits of the product.
Annex 1 of the Regulation includes a list of essential requirements 

that must be taken into account by the manufacturer for all devices, ir-
respective of their risk class. To demonstrate conformity with applica-
ble requirements, the manufacturer must adopt different strategies 
(analyses, tests or procedures): typically, compliance with international/
harmonized standards, where available, is considered the most appro-
priate strategy. 

In the case of digital therapeutics, the most appropriate international 
standards are ISO 13485 and EN ISO 14971 for general requirements, fol-
lowed by IEC 62304 and IEC 62366 with specific reference to the 
product’s life cycle and usability.

1.4. Risk classes and medical device software
To identify the medical device’s risk class, its intended use and the re-

lated intrinsic risk must be analysed. Identification of the device’s risk 
class makes it possible to define which strategies and procedures are 
needed to demonstrate its conformity with the Directive or Regulation. 

How to manage regulatory aspects for digital therapeutics
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These procedures are designed with a view to resource allocation by the 
notified bodies and manufacturers, on the principle that high-risk devic-
es require more rigorous testing, while lower-risk devices can be subject-
ed to less costly verification procedures without jeopardizing the pa-
tient’s safety.

Medical devices are divided into four risk classes, with the associat-
ed degree of risk numbered in ascending order as shown below:

• Class I: less critical devices, such as most non-active and non-invasive 
devices.

This class comprises three subclasses:
Class Is: devices delivered in a sterile state
Class Im: measuring devices
Class Ir: reusable devices (a new subclass, introduced by the MDR);
• Class IIa: medium-risk devices, such as some non-active devices 

(both invasive and non-invasive) and active devices that interact with the 
body in a non-hazardous manner; 

• Class IIb: medium-/high-risk devices, such as some non-active devic-
es (especially if invasive) and active devices that interact with the body in 
a hazardous manner;  

• Class III: high-risk devices, such as many implants, those containing 
drugs or animal derivatives, and some devices that interact with vital organ 
functions.

Regarding software, both the Directive and the Regulation specify that 
the classification rules for active devices must be applied. In addition, the 
Regulation expressly sets out specific rules for software, thus filling a 
regulatory gap not addressed by the Directive.

The classification rules provided in both the Directive and the Reg-
ulation are summarized below, bearing in mind the intention that the 
former is now superseded by the latter. This reclassification will have 
important implications, since it will mean that many software products 
currently included by the Directive in class I will need to be moved in-
to a higher risk class when reclassification will be necessary. 

The Directive sets out the rules for classification in Annex IX, where 
software is specifically covered by rules 9, 10, 11 and 12. These rules 
were extensively described and commented on by MEDDEV 2.1/6 of 
July 2016 and MEDDEV 2. 4/1 Rev. 9 of June 2010 (from which the figure 
below is reproduced).

The new classification rules set out in Regulation (EU) 2017/745 can 
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be found in Annex VIII, rule 11:
“Software intended to provide information which is used to take deci-

sions with diagnosis or therapeutic purposes is classified as class IIa, except if 
such decisions have an impact that may cause:

• death or an irreversible deterioration of a person’s state of health, in 
which case it is in class III; or

• a serious deterioration of a person’s state of health or a surgical inter-
vention, in which case it is classified as class IIb.

Software intended to monitor physiological processes is classified as 
class IIa, except if it is intended for monitoring of vital physiological pa-
rameters, where the nature of variations of those parameters is such that it 
could result in immediate danger to the patient, in which case it is classi-
fied as class IIb.

All other software is classified as class I.”
During the current period of transition towards application of the 

new Regulation, there is a clear need to look in greater detail at the dif-
ferent classifications and how they are related to each other, since they all 

Figure 1 - Rules applicable until the coming into force of the new MDR  
for definition of an active device’s risk class

MEDDEV 2. 4/1 Rev. 9 June 2010

How to manage regulatory aspects for digital therapeutics
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have an impact with a view to handling of post-transition activities. In 
this regard, the European Commission has recently published a steering 
document, in the form of specific guidelines on regulatory aspects of 
software under the MDR and IVDR (MDCG 2019-11 Guidance on 
Qualification and Classification of Software in Regulation (EU) 2017/745 
- MDR and Regulation (EU) 2017/746 - IVDR): this is seen as a source 
of guidance in determining whether software falls within the definition 
of a medical device, as well as in subsequent identification of the corre-
sponding risk class.

Th e CE marking class, defined on the basis of the certification rules 
set out in the Regulation, depends on the intended use of the software 
(when this is consistent with the manufacturer’s recommendations in con-
ditions of normal use). An important implication of this, for the proce-
dure to be followed in obtaining CE marking and placing the software on 
the market, is the mandatory involvement of a notified body for devices 
in risk class IIa or higher (meaning, under the new Regulation, practical-
ly almost every software fulfilling the definition of a medical device).

The risk class must therefore be determined by analysing the intended 
use of the software, which can be described in terms of:

• target patient population
• intended users (professional, non-professional, patients)
• clinical performance
• expected clinical benefit.
Briefly stated, risk classes can be broken down as follows for a stand-

alone medical device software (Table 1).

Table 1 - Risk class and CE marking for software as a medical device 
according to the MDR, with examples

Class Description in MDR (rule 11) Examples

III Software intended to provide 
information which is used to take 
decisions with diagnosis or therapeutic 
purposes; only insofar as such decisions 
have an impact that may cause  
“death or an irreversible deterioration 
of a person’s state of health”

Software suggesting a diagnosis  
of a heart attack in progress, based 
on ECG, in an emergency situation

Software for recognition  
of shockable heart rhythm

Software suggesting treatment 
options from image analysis  
in acute stroke patients
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IIb Software intended to provide 
information which is used to take 
decisions with diagnostic or therapeutic 
purposes; only insofar as such decisions 
have an impact that may cause “a serious 
deterioration of a person’s state of health 
or a surgical intervention”

Software intended to monitor “vital 
physiological parameters, where the 
nature of variations of those parameters 
is such that it could result in immediate 
danger to the patient”

Software for calculating  
dosage of a contrast medium

Software for augmented  
reality in surgical planning

Software for monitoring  
respiration in unconscious  
patients

IIa Software intended to provide 
information which is used to take 
decisions with diagnostic or therapeutic 
purposes; only insofar as such decisions 
do not have an impact that may cause 
“death or an irreversible deterioration of 
a person’s state of health” or “a serious 
deterioration of a person’s state of health 
or a surgical intervention”

Software intended to monitor 
physiological processes, other than “vital 
physiological parameters, where the 
nature of variations of those parameters 
is such that it could result in immediate 
danger to the patient”

Software for recognition  
of sleep apnea

Software to evaluate the  
depth and extension  
of bed sores

Software for sleep tracking

Software for monitoring  
of diuresis

I All others See example in MDCG 2019-11 
Guidelines *

* MDSW app intended to support conception by calculating the user’s fertility status based 
on a validated statistical algorithm. The user inputs health data including basal body temperature 
(BBT) and menstruation days to track and predict ovulation. The fertility status of the current 
day is reflected by one of three indicator lights: red (fertile), green (infertile) or yellow (learning 
phase/cycle fluctuation). This MDSW app should be classified as class I, as per Rule 11c.

1.5. Medical device software classification: some considerations and 
a proposal

The MDCG 2019/11 ‘Guidance on Qualification and Classification of 
Software’ document, mentioned above, specifies the requirement that the 
software be used for the benefit of a single individual; this means that it ex-
plicitly excludes software used for epidemiological research, or in relation 
to generic guidelines or clinical protocols that are not patient-specific. On 

How to manage regulatory aspects for digital therapeutics



24 Tendenze nuove - Special Issue 4/2021

the basis of the MDCG 2019/11 document, it becomes clear that software 
to be used in managing a single individual’s personal diagnostic proce-
dures and course of treatment is to be considered a “medical device soft-
ware”, or MDSW. The brief mention of software for planning of treatment 
pathways, in Decision step 4 (paragraph 3.3), seems to be the only refer-
ence in MDCG 2019/11 to the fact that software can perform a therapeu-
tic action. Specifically, the document provides the following comment on 
rule 11 of the MDR, which is already sufficiently clear and explicit:

“The text of Rule 11 can be divided into what are essentially three sub-
rules that are applied depending on the intended use/purpose of the MDSW:

11a: (3 first paragraphs of Rule 11) intended to provide information 
which is used to take decisions with diagnostic or therapeutic purposes;

11b: (Paragraph 4 of Rule 11) intended to monitor physiological process-
es or parameters;

11c: (Paragraph 5 of Rule 11) all other uses.”
Judging by the few specific references in MDGC 2019/11, the authors 

seem not to have given detailed consideration to the possibility that soft-
ware may exert a therapeutic action, while the following possible func-
tions are identified:

• data analysis so as to provide a human being, or another software, 
with information that can be used to take clinical decisions

• monitoring.
MDGC 2019/11 even states the following (paragraph 4.2.1):
“The wording ‘intended to provide information which is used to take 

decisions with diagnosis or therapeutic purposes’ describes, in very gener-
al terms, the ‘mode of action’ which is characteristic of all MDSW.”

It thus seems that the legislators are not specifically taking into account 
the possibility that therapeutic effect is achieved by the software itself, 
since the feature they identify as common to all MDSW is the function of 
providing information (processed from input to output).

In addition, it should be noted that not even the many examples pro-
vided by the guidelines, with respect to specific types of software and their 
classification, include any mention of the possibility that they might be 
used for therapy. The only exception is an example of “Cognitive therapy 
MDSW that includes a diagnostic function”: this is classified in class III if 
the diagnostic function is on a closed loop basis, but in class IIa if it pro-
vides information to the doctor. Not even in this case, however, is the ther-
apeutic function explicitly considered as a criterion for classification. An-
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other example mentioned is the following: “Diagnostic MDSW intended 
for scoring depression based on inputted data on a patient’s symptoms (e.g. 
mood, anxiety) should be classified as class IIb under Rule 11(a)”.

As a result of this, software intended to provide therapy, such as reha-
bilitative or cognitive-behavioural therapy, could be erroneously placed 
under the heading “all other uses” and considered as class I.

This interpretation of the classification rules would lead to the risk of 
classifying all digital therapeutics (DTx) MDSW in class I. We consider 
that this interpretation is a rapid but dangerous short cut, because it would 
lead to an erroneous classification in a low risk class for a miscellaneous 
group of MDSW, including some whose scheduled use has a major impact 
on the patient’s health. 

On the other hand, it should be noted that where a drug in its pres-
entation incorporates a medical device (and, thus, also a SW), whether or 
not as an integral part, it is defined as a Drug-Device Combination (DDC). 

If the drug is an integral part of a device, the relevant part of the MDR 
is the second sub-paragraph of Articles 1(8) and 1(9):

“1. Devices that when placed on the market or put into service incorporate, 
as an integral part, a substance that, if used separately, would be considered as 
a medicinal product, provided that the action of the substance is principal (Ar-
ticle 1(8) MDR). 2. Devices intended to administer a medicinal product, where 
they form a single integral product intended exclusively for use in the given 
combination and which is not reusable (Article 1(9) MDR). Typically, these de-
vices have measuring, metering or delivery functions”. The reference docu-
ment on the subject of drug-device combinations is currently in draft form**.

A possible classification of stand-alone DTx can be found in the following ta-
ble (Table 2) included in MDCG 2019-11, point 11, Annex III. By combining in-
dications of the IMDRF document “Software as a Medical Device: Possible Frame-
work for Risk Categorization and Corresponding Considerations” with provisions 
of Rule 11 - MDR Annex VIII, this table provides operators placing MDSW on the 
EU market with some useful indicative guidance on the risk class applicable to 
their products. It is also relevant to point out that this table is actually the only 
point in the entire document where the word “treat” is explicitly mentioned. 

The table shows that therapeutic software is placed in class III, IIb or 
IIa, according to how critical a condition it is intended to be treated.  

How to manage regulatory aspects for digital therapeutics
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Class I is not included in the table and, even for the least critical level con-
sidered (i.e., for “non-serious” conditions), class IIa is proposed.

This means that, bringing together the different indications stated in 
the IMDRF framework document’s conversion table and in the EU classi-
fication rules as set out in the MDR, the lowest class for any therapeutic 
software would be class IIa.

The regulatory implications of this are very important, indeed vital. 
Specifically, only in class I there is provision for the device to receive the 
CE mark and be placed on the market on the sole basis of a manufacturer’s 
self-declaration. In all other cases, the Directive and the Regulation specify 
that, for classes IIa and higher, a notified body must be involved in the 
certification process. 

We therefore find it of great interest that the authors of the Guidelines 
provide specific examples for DTx, when applied to software with an in-
tended therapeutic function. In addition, it is appropriate that the Guide-
lines and/or the illustrative examples should provide further comments on 
the correlation between the severity of the condition to be treated with 

Table 2 - Classification of MDSW according to MDCG 2019-11
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therapeutic software and the corresponding risk class, incorporating the 
examples already present in Annex IV.

The classification of DTx into classes IIa, IIb and III, according to 
the severity of the condition to be treated and the corresponding risk, al-
lows a good degree of consistency between the regulatory requirements 
already applicable to diagnostic and therapeutic software. Indeed, rule 
11 of the MDR establishes medium to high risk classes for monitoring 
and diagnostic software: the more critical the monitoring or diagnosis, 
the higher the class. 

The model in Table 3 (see below) shows examples of classification for 
MDSW with a therapeutic function, in order to focus more closely on the 
peculiar features of DTx. 

Table 3 - Proposed classification of MDSW with a therapeutic function, 
showing examples

Class Rule 11 Proposed 
interpretation of rule 
11 for DTx

Examples

III Software intended to 
provide information 
which is used to take 
decisions with diagnosis or 
therapeutic purposes; only 
insofar as such decisions 
have an impact that 
may cause “death or an 
irreversible deterioration of 
a person’s state of health”

Intended for 
therapeutic use,

where this is necessary 
to protect an individual 
patient from death, 
long-term disability 
or other severe 
deteriorations in health 

Software for therapy 
of schizophrenia

IIb Intended to provide 
information which is used 
to take decisions with 
diagnostic or therapeutic 
purposes; only insofar as 
such decisions have an 
impact that may cause  
“a serious deterioration  
of a person’s state of health 
or a surgical intervention”

Intended for 
therapeutic use,

where this is necessary 
to mitigate irreversible 
and/or long-term 
health consequences for 
an individual patient or 
for public health 

Behavioural therapy 
software, used to 
complement/replace 
pharmacological 
therapy for drug/
alcohol dependence

Behavioural therapy 
software, used 
to manage eating 
disorders such 
as anorexia and 
bulimia

How to manage regulatory aspects for digital therapeutics
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IIb Intended to provide 
information which is used 
to take decisions with 
diagnostic or therapeutic 
purposes; only insofar as 
such decisions have an 
impact that may cause “a 
serious deterioration of a 
person’s state of health or a 
surgical intervention”

Intended for 
therapeutic use,

where this is necessary 
to mitigate irreversible 
and/or long-term 
health consequences for 
an individual patient or 
for public health 

Behavioural therapy 
software, used to 
complement/replace 
pharmacological 
therapy for drug/
alcohol dependence

Behavioural therapy 
software, used 
to manage eating 
disorders such 
as anorexia and 
bulimia

IIa Intended to provide 
information which is used 
to take decisions with 
diagnostic or therapeutic 
purposes; only insofar 
as such decisions do 
not have an impact that 
may cause “death or an 
irreversible deterioration 
of a person’s state of 
health” or “a serious 
deterioration of a person’s 
state of health or a 
surgical intervention”

Intended for 
therapeutic use,
where this is 
important but not 
critical with a view to 
mitigating irreversible 
long-term health 
consequences for an 
individual patient or 
for public health 

Behavioural therapy 
software, used to 
slow down cognitive 
decline typical of 
senile dementia

Behavioural 
therapy software, 
used to enhance 
learning capacity in 
persons with Down 
syndrome

Virtual reality 
software used as 
a complement to 
physiotherapy, 
creating an avatar 
of the patient to 
simulate movement 
of an amputated 
limb

I All others See example in 
MDCG 2019-11 
Guidelines ***

*** MDSW app intended to support conception by calculating the user’s fertility status based  
on a validated statistical algorithm. The user inputs health data including basal body 
temperature (BBT) and menstruation days to track and predict ovulation. The fertility status  
of the current day is reflected by one of three indicator lights: red (fertile), green (infertile)  
or yellow (learning phase/cycle fluctuation). This MDSW app should be classified as class I,  
as per Rule 11c.
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1.6. Regulatory obligations
Like all medical devices, DTx must respect the essential requirements 

set out in the current Directive, carried over into the new Regulation but 
with a number of important updates, above all regarding the obligations in 
relation to demonstration of clinical benefit. 

The manufacturer’s obligations can be summed up in the three key-
words “safety”, “benefit” and “quality”. Compliance with these obliga-
tions is based on the application of international standards.

• Safety
For demonstration of safety, the reference standard to be consulted by 

DTx developers is IEC 62304: the version currently in force is dated 2006, 
but this is at present undergoing widespread and significant revision. It de-
fines methods to design, develop and test software, as well as to manage its 
entire life cycle, including any updates.

Application of this standard must necessarily go hand in hand with 
that of ISO 14971, on risk management, dealing in particular with design, 
testing and updating activities. Application of this standard makes it pos-
sible to demonstrate that the software is free of any structural defects con-
stituting a possible risk for the patient, or interfering with its correct func-
tioning in terms of technical performance.

The software’s safety class, defined in compliance with the technical 
standards set out in IEC 62304, depends on the severity of the damage 
caused by any breakdown of the software. This class determines the re-
quired level of stringency with which the manufacturer must carry out de-
sign and functional testing (Table 4).

Table 4 - Software safety classes defined in accordance with the IEC 62304 
technical standard

Class Description in MDR (rule 11) Examples

C The software can contribute  
to a situation of danger that 
generates unacceptable risks  
after taking into account risk 
control measures extraneous  
to the software system, resulting  
in possible damage  
of a “serious” nature.

Software for recognition  
of shockable heart rhythm

Software for cognitive-behavioural 
therapy in a disease leading 
to alterations in the state  
of consciousness (epilepsy, narcolepsy) 
or in the perception of reality  
(manias, schizophrenia)

How to manage regulatory aspects for digital therapeutics
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B The software can contribute to a 
situation of danger that generates 
unacceptable risks after taking 
into account risk control measures 
extraneous to the software system, 
resulting in possible damage  
of a “non-serious” nature.

Software for monitoring diuresis  
(a malfunction of the software can 
mean failure to diagnose an acute  
renal insufficiency)

A The software cannot contribute  
to a situation of danger.

The software can contribute to a 
situation of danger that does not 
involve unacceptable risks after 
taking into account risk control 
measures extraneous to the 
software system.

Software for cognitive-behavioural 
therapy in a disease not leading to 
alterations in the state of consciousness 
or in the perception of reality

Software suggesting a diagnosis  
of a heart attack in progress, based  
on ECG, in an emergency situation; 
in the event of a scheduled procedural 
control excluding the possibility  
of taking a therapeutic decision based 
solely on this information, but requiring 
assessment of other, clinically more 
relevant data such as analysis of  
cardiac enzymes (WHO Guidelines)

We consider it important to point out that, with a view to the essential 
criterion of fulfilling requirement 17 of the MDR, the manufacturer must 
apply management principles to the software’s entire life cycle: these prin-
ciples are clearly set out in the IEC 62304 standard, the harmonized ver-
sion of which is EN 62304. Application of harmonized standards makes it 
possible to presume compliance with essential requirements: this standard 
thus becomes a technical instrument of major importance for purposes of 
achieving compliance with the MDR.

It should be emphasized that classification in risk classes from I to III, 
in accordance with the MDR, and classification in risk classes from A to C, 
in accordance with IEC 62304, are not formally interrelated. Classification 
must be established by the manufacturer on a case-by-case basis.

• Benefit
For demonstration of benefit, the reference standard to be consulted 

by DTx developers is ISO 14155, on good clinical practices for investiga-
tion of medical devices. Application of this standard involves demonstrat-
ing that, in the target population, the software can achieve clinical benefit 
significantly outweighing the potential risk involved in its use. In practice, 
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this means moving from indicators of technical performance and safety to 
indicators of clinical benefit and safety.

Typically, the risk/benefit ratio is investigated in small samples, obvious-
ly while ensuring that numbers are appropriate for good statistical evalua-
tion. These studies should include endpoints both for safety (measurement 
of which often includes any technical malfunction) and for clinical efficacy. 
It is just as important to note that clinical benefit can be expressed both in 
terms of health or quality of life in a single patient and also in terms of posi-
tive impact on the management of the treatment pathway, as judged by ap-
plying Health Technology Assessment (HTA) indicators.

In this perspective, it is worth reiterating the definition of “clinical 
benefit” in Article 2.53 of the MDR: “the positive impact of a device on the 
health of an individual, expressed in terms of a meaningful, measurable, pa-
tient-relevant clinical outcome(s), including outcome(s) related to diagnosis, 
or a positive impact on patient management or public health.”

In addition, Meddev 2.7/1 rev 4, though partly superseded by MDCG 
2020-1 Guidance on Clinical Evaluation (MDR)/Performance Evaluation 
(IVDR) of Medical Device Software, offers guidance that is still relevant 
with regard to identification and evaluation of “benefits for the patient” 
(paragraph A.72.b):

Evaluation of the device’s benefits to the patient
Positive impacts of a device on the health of an individual should be mean-

ingful (relevant for the patient) and measurable. The nature, extent, probabil-
ity and duration of benefits should be considered. Benefits may include:

• positive impact on clinical outcome (such as reduced probability of adverse 
outcomes, e.g. mortality, morbidity; or improvement of impaired body function);

• the patient’s quality of life (significant improvements, including by 
simplifying care or improving the clinical management of patients, improv-
ing body functions, providing relief from symptoms);

• outcomes related to diagnosis (such as allowing a correct diagnosis to 
be made, provide earlier diagnosis of diseases or specifics of diseases, or iden-
tify patients more likely to respond to a given therapy);

• positive impact from diagnostic devices on clinical outcomes, or
• public health impact (such as to the ability of a diagnostic medical device 

to identify a specific disease and therefore prevent its spread, to identify phas-
es, stages, location, severity or variants of disease, predict future disease onset).

Also of great interest is the following comment from the more up-to-
date MDCG 2020-1 Guidance on Clinical Evaluation (MDR)/Perfor-
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mance Evaluation (IVDR) of Medical Device Software, covering as it 
does the question of benefits not measurable through specific clinical 
outcomes of a patient:

“Specifically, for MDSW not claiming CLINICAL BENEFITS that can 
be specified through measurable, patient-relevant clinical outcome(s), clini-
cally relevant outputs are achieved through demonstrated predictable and re-
liable use and USABILITY (please refer to section 4.2 of this document).”

• Quality
To demonstrate consistent quality over a period of time, the reference 

standard for DTx developers is ISO 13485, Medical devices - Quality 
management systems - Requirements for regulatory purposes. A harmo-
nized and internationally recognized standard, this document sets out the 
requirements for a quality management system specifically relevant to the 
medical devices industry. While an ISO 13485:2016 certification is not 
mandatory, it not only helps the organizations involved in every stage of a 
medical device’s life cycle to demonstrate its compliance, but also provides 
all stakeholders with appropriate communication strategies. 

In this respect, a central consideration for DTx is the need to guaran-
tee management of the software’s life cycle, including any corrective modifi-
cations (bugfixes, perfective maintenance) and/or incremental improve-
ments, as well as for user notification regarding any modification and its ef-
fect on the software.

For the technical considerations identified in the previous paragraph, 
it is again appropriate to consult the IEC 62304 standard, in the draft ver-
sion of which the manufacturer of a medical device must: 

“ensure that the released health software can be reliably delivered to the 
point of use, without corruption or unauthorized modification.”

In addition, IEC 62304 also requires that the manufacturer adopt a 
procedure for control of any subsequent version. For DTx devices, ver-
sioning policy should be based on the impact that a version will have on 
standard requirements. For example, the entire DTx system could com-
prise various modules, with separate SW versions for:

• the algorithm;
• the professional user interface; with different versions related to dif-

ferent operating environments (for example, access via Android App from 
a smart device);

• the patient interface; again with different versions related to different 

Alice Ravizza, Enrico Caiani, Eugenio Santoro, Silvia Stefanelli, Federico Sternini



33Tendenze nuove - Special Issue 4/2021

operating environments (for example, access via Android apps from a 
smart device).

We propose structured control over SW versions of the released soft-
ware, consistent with standard practice for software design, as in major.mi-
nor.build semantic versioning:

• the “major” number increases in relation to significant advances 
in function, like modification of the framework that could alter the risk- 
benefit profile;

• the “minor” number increases in relation to additions, corrections or 
improvements affecting only minor functions;

• the “build” number increases in relation to correction of bugs.
In addition, version control can include the possibility of a “release 

candidate” version; in the event of the version undergoing a major or mi-
nor modification, the “candidate version” is the SW version available only 
to selected partners for the pilot assessment and/or only in a controlled en-
vironment, separate from the commercial environment.

The Food and Drug Administration (FDA) proposes a risk-based ap-
proach to modification of software, pointing out the need to ensure that 
the testing and validation stages benefit from availability of greater re-
sources where a new version involves:

• introduction of a new risk, or modification of an existing risk, with 
potential to create significant damage;

• modification to risk controls, to prevent significant damage;
• modification significantly affecting the device’s clinical function or 

performance specifications.
Where applied to DTx with artificial intelligence modules, the above 

approach would require special attention in cases where any update:
• significantly affects the device’s performance or safety and efficacy;
• impacts the scheduled use of the device, for example by increasing 

the target population;
• introduces important technical modifications affecting performance 

characteristics.
In addition, the FDA encourages developers to assess the impact of 

the change on three characteristics of the SaMD:
• performance (clinical and analytical);
• inputs used by the algorithm, and their association with clinical output;
• scheduled use, as described by the DTx’s impact on the disease 

condition.
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1.7. Our proposal for an approach to regulatory procedures: how to 
develop software consistent with the definition of DTx

The flow diagram in Figure 2 illustrates a suggested approach to med-
ical software design, with a view to ensuring that design activities fulfil 
regulatory requirements from the very outset. The proposal is therefore to 
set up a quality system based on ISO 13485, in order to guarantee correct 
management of medical device designed, including compliance in terms of 
risk management. After this, it is recommended that a software life-cycle 
management system be set up according to IEC 62304, thus guaranteeing 
compliance in terms of the software’s technical validation and correct 
management of development problems. In addition, when applying IEC 
62304 to software design, it is also recommended that the principles of da-
ta protection enshrined in GDPR should be fully incorporated where ap-
plicable. Finally, when the development phase and the technical validation 
of the device’s safety have been completed, it is recommended that the de-
vice’s technical efficacy be tested with simulated patients.

The first step in setting up medical device software design should there-
fore be to define the project inputs, as required by ISO 13485 and described 

Figure 2 - Proposed development sequence for DTx software
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elsewhere in this volume (see “Technical validation of digital therapeutics”). 
The result of the design phase described so far should be a list of the soft-
ware’s functions for each user profile. Project requirements thus identified 
should include the methods used to mitigate any risk for the patient. 

It is also suggested that the patients themselves should be involved, 
starting from the input definition phase, using participatory project plan-
ning techniques both to define user needs and to consolidate user expe-
rience. 

In defining functions, it will be necessary to clearly identify the expect-
ed clinical benefit: for correct planning of clinical trials in terms of meas-
urable endpoints, it will then be important to define appropriate metrics 
for the measurement of the expected benefits, in compliance with MDCG 
2020-1 Guidance on Clinical Evaluation (MDR)/Performance Evaluation 
(IVDR) of Medical Device Software.

Full definition of project requirements will be followed first by the de-
velopment phase, and then by technical testing. For this phase, functional 
testing of the device should follow a plan based on the list of input require-
ments, thus ensuring that risk minimization measures can also be included.

Once validation testing of software function has been completed, 
above all in terms of patient safety, the device’s usability should be assessed 
by an iterative approach in compliance with IEC 62366: this will ensure 
testing of the interface for an appropriate usability profile, in a simulated 
environment but with the participation of real users. 

Where the device is also intended for direct use by patients, they 
should be involved in these tests.

Only after technical and usability testing in a simulated environment is 
it advisable to move on to assessment of the device’s efficacy. Before clini-
cal investigation, it is advisable that technical validation should be com-
pleted with simulation of real clinical use, involving patients expressly 
identified for this purpose and representative of the device’s probable us-
er population (Ravizza A. et al. Method for preclinical validation of soft-
ware as a medical device 2020. DOI: 10.5220/0009155406480655).

To create the profiles of these “simulated patients”, it is a good idea to use 
available data (subject, of course, to prior consent) or data from the literature. 
These data should be used to identify the characteristics that can best de-
scribe the patients in relation to the device, including parameters such as:

• reaction time after appearance of a visual stimulus, in the case of a 
device for visual rehabilitation;
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• responses to self-assessment questionnaires, in the case of devices 
managing side effects of chemotherapy;

• daily calorie intake, in the case of a device for treatment of pre-diabetes.
The statistical measure recommended for these data is the mode, mak-

ing it possible to create different patient profiles as representative as pos-
sible of a real clinical situation. The rationale for preferring the mode to 
the mean is that the latter, while providing a basis for statistically signifi-
cant models, could lead to identification of a simulated patient who would 
not be representative of a real clinical condition or of real interaction with 
the device. For example, if respondents to a questionnaire are asked to in-
dicate the level of pain on a scale from 1 to 5, and three quarters of them 
indicate 1 while the remaining quarter indicate 5, the result of applying the 
statistical mean would be a value of 2 for pain - not actually representative 
of any single patient. For this reason, it is suggested that the device be test-
ed with a simulated patient giving the answer 1, since this will at least 
prove representative for three quarters of the patient population.

What is known
• The applicable regulations
• The applicable technical standards
• The possibility of bringing together the concepts of safeguarding 

health, data protection and cybersecurity
• Critical issues and ambiguities in current regulations.

What is uncertain
• The approach of notified bodies when applying standards to DTx, 

particularly where artificial intelligence is involved
• In some countries, the role played in regulatory procedures by the 

health authorities (e.g., in Italy: Ministry of Health and related techni-
cal bodies on the one hand, Italian Medicines Agency on the other).

What we recommend
• Clear indications and examples for classification in classes I, IIa, IIb 

and III
• Guidelines for control of software versions, defining policies for clas-

sifying major and minor changes of version.
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