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Introduction

Digital technology applied to healthcare offers remarkable opportuni-
ties to improve sustainable access to health and deliver better quality of 
care. This has led to a proliferation of smartphone- and web-based health 
applications that are changing the ways patients manage their health and 
interact with physicians. Digital tools to manage health - of which health-re-
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lated apps are a subset - can be situated across a broad spectrum: from 
non-interventional apps like those designed for fitness, to non-regulated 
direct-to-consumer apps, to prescription-only tools(1). This heterogeneous 
array of continuously emerging technologies, collecting and processing 
sensitive health-related data, raises a number of specific concerns associated 
with safety, efficacy, privacy, and accountability. The overarching issue in 
this regard is that most digital technologies in healthcare do not follow a 
regulatory pathway; and, in some cases, there may even be a degree of am-
biguity in the manufacturer’s description of their intended use. 

In this chapter we will analyse the ethical concerns relevant to the ap-
plication and implementation of digital therapeutics (DTx), as a subset of 
the broader field of “digital health”. As stated elsewhere in this book, 
DTx are medical devices delivering therapeutic interventions, in which a 
high-quality software application or algorithm constitutes the “active 
principle”. DTx need to be clinically validated through rigorous evi-
dence-based clinical studies (both pilot and pivotal), approved by regula-
tory authorities, and preferably prescribed by physicians. These charac-
teristics differentiate DTx from most of the other health products that fall 
under the more general heading of digital health (e.g., wellness apps that 
can be downloaded from online stores, or others that are available on a 
smartphone and measure heart rhythm). The implementation of DTx is 
aimed at: i) making available devices of proven efficacy and safety, to in-
tegrate or replace traditional treatments or provide a therapeutic option 
for a wide range of chronic diseases and clinical conditions; ii) fostering 
equitable healthcare provision by improving access to effective therapeu-
tic solutions; and iii) empowering patients and caregivers, through their 
direct engagement in their own care management. However, these un-
doubtedly promising statements of intent should be adequately nuanced, 
and their implementation requires thorough ethical evaluation. Indeed, 
the collection and processing of sensitive health data have reshaped the 
concepts of privacy and confidentiality, raising the need to address rele-
vant ethical issues that are far broader in scope than the obvious data pro-
tection concerns. 

Without claiming to be exhaustive, this chapter focuses on ethical is-
sues raised by the implementation of DTx. The aim is to provide a basis 
for engagement with potential stakeholders, about a critical area of con-
cern within the thorough and wide-ranging evaluation to which this emerg-
ing healthcare trend must be subject.
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1. Digital therapeutics: a universal and equitable approach

In the challenge of achieving universal health coverage, one of the 
World Health Organization’s greatest commitments, it has become in-
creasingly clear that e-health can potentially play a crucial role. In this re-
spect, implementation of DTx represents an important step towards equi-
table health service provision, grounded in the fundamental principles of 
universality, fairness and equity, and in adequate safeguards for the sus-
tainability of national health systems - particularly those characterized by 
universal access. To be successful, the implementation of DTx in health-
care should take these fundamental principles into account, in both the 
development and post-marketing phases.

Development phase
The principles of universality, fairness and equity should play a key 

role in the development process of DTx. Selection bias, with cultural, ed-
ucational, gender or geographical components, has been reported in the liter-
ature on clinical development of drugs and other health technologies(2). 
The concerns thus raised also apply to DTx development, and must be ad-
dressed in order to ensure that controlled experimental settings are as con-
sistent as possible with real-world conditions. In addition, ensuring fair-
ness in the development phase means that DTx and the underpinning al-
gorithms cannot be allowed to replicate - or, even worse, exacerbate - 
health inequities. Examples of development phase bias feeding into such 
inequities are melanoma detection applications trained only on white skin, 
or algorithms that delay lung cancer diagnosis or underestimate need for 
extra care in patients of low socio-economic status(3).

DTx should be the output of a co-design process that involves soft-
ware developers, clinical experts and patients’ representatives as partners, 
while other stakeholders may also be included in specific cases - e.g., rep-
resentatives of the caregivers or providers who would be in charge of the 
digital solution’s deployment or post-marketing assessment.

Before approval, DTx are subject to strict verification and validation 
activities, as specified in local regulatory requirements, in order to demon-
strate their safety, impact on quality of life, technical and clinical perfor-
mance, and - last but not least - their clinical benefit. During the post-mar-
keting phase, the DTx owner is subject to procedures that ensure quality 
control over the software’s entire life-cycle.
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Greater engagement of patients and/or caregivers in the development 
phase (optimization of usability, definition of study endpoints, proposal of 
methods for enhancing adherence to therapy, etc.) is of paramount impor-
tance, and potentially of great benefit. The experiential knowledge of pa-
tients with respect to their disease can offer a telling contribution to the 
therapeutic value of DTx (e.g., by making it more user-friendly): this is 
particularly significant, considering that the therapeutic success of DTx is 
largely linked to patient empowerment and engagement.

Post-marketing phase
During the post-marketing phase, generation of real-world data is 

all-important. The implementation of DTx can offer a unique opportunity 
to promote equitable provision of healthcare, but there are several major 
factors related to their use that may hinder this positive aspiration. Usability 
of DTx depends on users (both patients and healthcare professionals) ful-
filling a number of specific requirements or preconditions, in terms of in-
frastructure, tools, financial resources and skills. In order to interact with 
DTx, the patient needs both a device (not necessarily latest-generation, but 
certainly not too old) and a stable connection. While in some circumstances 
the fulfilment of these two requirements may seem a given, in others - espe-
cially for those people who would benefit most from the implementation of 
digital health coverage - this is not the case. These basic needs should there-
fore be factored into DTx development, dissemination and adoption strat-
egies. The CoViD-19 pandemic, which in many countries has forced the 
closure of schools and the implementation of distance learning activities, 
has highlighted how many families still struggle to cope with the digital di-
vide. In the health sector, the need to ensure adequate and widespread re-
mote monitoring for patients with chronic diseases (e.g., diabetes) has in 
some cases prompted policymakers to make the necessary IT platforms 
available to patients free of charge. The fulfilment of these requirements 
depends on financial considerations - both devices and connections come 
at a price - but also on geographical factors, as there are areas in which a sta-
ble connection does not depend on the prospective user’s ability to pay. As 
regards skills, it should be highlighted that the chance to interact with DTx 
requires a certain level of digital proficiency. Elderly people with reduced 
mobility are an example of a group that would greatly benefit from the im-
plementation of DTx for better care or improved access to it, but unfortu-
nately they may be short on digital literacy and thus unable to rely on such 
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support. In this context, the presence of relatives and caregivers may prove 
fundamental with a view to bridging the digital literacy gap. 

Adequate prior assessment of the patient’s/caregiver’s preparedness 
and digital proficiency plays a key role - a consideration that should be 
kept in mind by physicians when deciding whether to prescribe DTx. 

Against this backdrop, inclusivity must be prioritized so that otherwise 
vulnerable user categories are not denied access to DTx. To this end, the 
DTx functions and interface should be made as intuitive as possible even 
for inexperienced users. In addition, physicians prescribing the therapy 
should dedicate time to prospective users and their caregivers (when avail-
able), in order to familiarize them with the process. Potential language 
barriers also require attention: DTx should be made available in a wide 
range of languages, in order to facilitate user interaction. As a general con-
cept, the language should adapt to the user, and not vice versa. An obvious 
problem in this regard is that the groups most in need of improved access 
to care may be illiterate, or speak only minority languages not supported 
by the system. Finally, there can be barriers related to the availability of de-
vices - and therefore, ultimately, to equity of access: here, the financial bur-
den associated with the use of DTx could be mitigated by making the re-
quired equipment available free of charge, or providing reimbursements. 

These considerations should play a key role in ensuring that DTx mit-
igate concerns regarding equity of healthcare provision, rather than exac-
erbate the digital divide(4). 

A critical point is access to these therapies. In theory, DTx - as is the case 
with drugs - could be used in different ways, from self-prescription to direct 
payment by the patient, to reimbursement by the national/public health sys-
tem for DTx prescribed by the physician. Reimbursement policy, obviously 
applicable only in some health systems, should clearly identify those products 
that the health authorities have considered to have an adequate - and, if pos-
sible, also innovative - therapeutic value. A proper basis can thus be provid-
ed for guaranteeing equity and universality of access to this type of therapy.

Finally, we should not forget that, albeit probably to a lesser extent than 
drugs, DTx are not free from the risk of undesirable effects. As in the case of 
traditional therapies, careful evaluation of the safety profile associated with 
DTx is possible thanks to pre-authorization pivotal studies, as well as post-mar-
keting surveillance: the latter makes it possible to obtain information on 
broader, heterogenous populations, and on long-term safety too. An equally 
interesting topic is the problem of dropout during clinical studies, or actual 
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use, of DTx. Close attention to DTx design and user feedback, greater in-
volvement of patients in the development phase and greater user engagement 
(by such means as emails, texted reminders, etc.) are points that could help re-
duce dropout rates and therefore optimize the therapeutic value of DTx.

2. Digital therapeutics and patients 

The digitalization of health holds intrinsic promise of greater patient 
education and empowerment, promoting adherence to therapy and active 
engagement in the healthcare implementation decision-making process. In 
this perspective, the chance to manage one’s own health data with no di-
rect intervention by a healthcare professional is believed to strengthen in-
dividual autonomy and enhance the patient’s responsibility. However, this 
begs the question of whether we are sure that this is what patients want. In 
addition, the promise of empowerment as a result of digitalization has 
been challenged from different viewpoints that deserve adequate ethical 
appraisal, with DTx as a case in pojnt. The arguments raised against the 
promise of empowerment can be broadly divided into two categories: 

a. those that recognize empowerment from the implementation of digital 
health, but highlight possible side effects; and 

b. those that challenge the nature of patient empowerment associated 
with digital health. 

According to the first line of argument, while patient empowerment is 
frequently associated with positive implications, there is a flip side. Patient 
empowerment has, to some extent, the potential to jeopardize the relation-
ship with the physician. Although the implementation of DTx allows a 
constant dialogue between clinicians and their patients, there is a risk that 
excessive reliance on the use of technology may tend to reduce the need 
for a direct relationship with the physician. In this respect, while the im-
plementation of DTx might play a significant role in the sustainability of 
the healthcare system, and while the resulting (and admittedly unquantifi-
able) empowerment of patients has positive implications for their engage-
ment and their care management, both these aspects imply a reframing of 
the patient-physician relationship. Within this reframing of roles, patients’ 
involvement in management of their own health and in the related deci-
sion-making must not come at the expense of dialogue and direct interac-
tion with the treating physician - whose role will, indeed, prove possibly 
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even more crucial when considered within the overall dynamics and po-
tential of DTx. The role of the physician remains central with a view to en-
suring correct evaluation and clinical management of the therapy, albeit 
with a greater degree of patient independence. Finally, there is the further 
risk that patients might feel abandoned by their physicians if their reliance 
on DTx becomes excessive. While a connection between the physician 
and the patient is still required in the case of DTx, fragile and vulnerable 
patients might feel that they are missing the benefit of direct, face-to-face 
interaction with a caring human being.

According to the second line of argument challenging the role of digital 
health as a source of patient empowerment, the applications concerned - 
rather than enhancing autonomy - induce patients to comply with a med-
ical regimen by disciplining them and influencing their behaviour. In oth-
er words, the reasoning is that individuals using health-monitoring devic-
es are subject to so-called “chilling effects”, making them behave in a cer-
tain way(5). According to this viewpoint, the rationale for a certain behaviour 
is not grounded - as the empowerment-based perspective holds - in the 
individual motivation to act in a certain way, but in the awareness of be-
ing constantly monitored. This prompts the argument that digital health 
promotes adherence to a certain discipline, rather than encouraging the 
strengthening of self-determined values(6,7). An additional critique is that 
such an approach, rather than strengthening patients’ autonomy, assigns 
them practical tasks (like monitoring symptoms and providing updates) 
that are generally carried out by physicians and that may entail some 
stress.

Regardless of the nature and degree of the autonomy promoted by digital 
tools, the patient’s self-management and independence from the physician 
certainly appear to be greater. Care should therefore be taken to ensure 
that, rather than slacken interaction with the physician, this patient em-
powerment associated with DTx becomes an opportunity to strengthen a 
relationship based on cooperation, with sharing of responsibility and deci-
sion-making, so as to achieve better healthcare outcomes. Such an ap-
proach makes patients and their caregivers feel that, from the develop-
ment to the implementation of DTx, their point of view is relevant and 
their needs are being factored in. Above all, patients’ participation pro-
vides vital insights into the user’s viewpoint. In the long run, this participa-
tion and empowerment could positively impact health outcomes, as a 
sense of engagement should motivate patients to contribute proactively 
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while also reinforcing their adherence to protocols and therapies. Accord-
ing to this view, empowered patients and their caregivers feel included in 
the healthcare process. Fostering such a conception of empowerment 
could provide a basis for a greater sense of the patient’s responsibilities, 
whereby compliance with a medical regimen does not depend merely on 
their awareness of being monitored by a device.

It will therefore be the task of the prescriber to educate the patient to 
use these therapies correctly, avoiding self-diagnosis, do-it-yourself treat-
ments and emotional overload for more fragile patients.

A relationship with a software package
Though the essential relationship between patients and physicians must 

not be relegated to history by the advent of DTx, there is no denying that a 
major shift in approach is under way. When relying on DTx, the patient in-
teracts mainly with the software. This raises some concerns in terms of pro-
fessional ethics, since having the therapy managed by an algorithm can po-
tentially disrupt the healthcare provider-patient relationship with the clearly 
defined obligations that provide a common ground of trust, transparency, 
and safety between the two(8). This is particularly true in the context of men-
tal health, where fully autonomous, artificial intelligence-based treatment 
paradigms are not limited to provision of low-level support (e.g., comfort, 
social interaction): they also have the potential to carry out high-level thera-
peutic interventions that are traditionally the exclusive preserve of highly 
qualified health professionals such as psychoterapists(9,10).

These new approaches potentially contribute to progressive disinter-
mediation(11) between the patient and the physician, increasing the risk of 
shifting medicine from the “art of curing” to a “science of measurement”, 
where the inner life and feelings of the patient would be forgotten, and in-
terpersonal communication would be secondary to the healthcare provid-
er’s informational function(12). 

This new scenario requires close observation and study of the implica-
tions that transfer of tasks and responsibilities to a software could have, in 
terms of two important considerations: the perceived role of the doctor, 
and the feeling of trust that the patient could develop towards the soft-
ware. In experiencing a sense of independence and self-judgement, the pa-
tient could possibly develop a confrontational attitude towards his/her 
healthcare professional, which would raise the need to rethink medical 
training or to redirect patient expectations(7).
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3. Digital therapeutics: privacy, confidentiality, cybersecurity

DTx, which consist of clinically validated software performing thera-
peutic functions, are expected to provide a clinical benefit by processing 
incoming data in order to generate outputs that are able to influence the 
patient’s behaviour. Indeed, the value of DTx is based precisely on the da-
ta collected, processed and evaluated (and also possibly used to update/
optimize the technology): this applies not only to the pre-authorization 
phase of evidence-based clinical validation, but - above all - to that of real 
-world data generation. Hence the need to find a balance between this dy-
namic and the protection of confidentiality. One variable influencing this 
balance is the way these therapies are managed - particularly with regard 
to the doctor’s/healthcare professional’s role as a guarantor (though the 
US model is the prime example of a more marked disintermediation in the 
doctor-patient relationship, with a preference for direct involvement of 
the technology’s manufacturer/developer).

According to the European legal framework, the data managed by DTx 
are among the so-called special categories of personal data, whose process-
ing is regulated by specific conditions in order to safeguard privacy. Considering 
the sensitivity of such data, the European General Data Protection Regula-
tion (GDPR) establishes that special categories of personal data shall be pro-
cessed according to principles of “lawfulness, fairness and transparency”; 
shall be “collected for specified, explicit and legitimate purposes and not 
further processed in a manner that is incompatible with those purposes”; 
shall be “limited to what is necessary in relation to the purposes for which 
they are processed”; shall be accurate; shall be kept in a “form which per-
mits identification of data subjects for no longer than is necessary for the 
purposes for which data are processed”; and shall be processed in a “man-
ner that ensures appropriate security of personal data”.

Against this backdrop, the focus should be narrowed to the ethical sig-
nificance and implications of the term “fairness”. It is crucial to point out 
that Article 5 of the GDPR, relating to the general legal principles that 
have to be respected in data processing, refers in letter a) to the “principle 
of fairness”: by its very nature, this legal principle covers all ethical con-
cerns related to the data processing entailed in DTx.

A relevant source in this regard is the EDPB (European Data Protec-
tion Board) document, Guidelines 4/2019 on Article 25 Data Protection 
by Design and by Default (final draft 20 October 2020). These Guidelines 
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state that “fairness is an overarching principle which requires that person-
al data should not be processed in a way that is unjustifiably detrimental, 
unlawfully discriminatory, unexpected or misleading to the data subject.”

Further discussion of the legal framework associated with the process-
ing of special categories of personal data goes beyond the scope of this 
chapter, but can be found elsewhere in this volume (see Casalicchio E. et 
al., “Data protection and cybersecurity in digital therapeutics”). What is 
important from our viewpoint is that the outlined framework serves as a 
basis for discussing a number of ethical considerations regarding privacy, 
confidentiality and cybersecurity, in relation to DTx and data processing. 

The increasing pace of technological progress, of which DTx provide an 
excellent example in the healthcare field, has outstripped the traditional 
conception of privacy. As a simple illustration of this, before the advent of 
technology as we know it today, any of us could theoretically have felt free to 
disappear without trace. Nowadays, this would be much more complicated. 
We are constantly localized and monitored by portable devices(13) that we in-
teract with all day long, providing a ready supply of information related to 
ourselves. Digital tools know our likes and dislikes on nearly every subject, 
from political orientation to brands of clothing: they know our habits, our 
lifestyle choices, and many other traits of our behavior. This raises obvious 
concerns about the need to ensure that such an abundant source of individ-
ual data is used with due care and attention. This is why the implementation 
of DTx involves a shift in the concepts of privacy and confidentiality. Physi-
cians are no longer the immediate collectors of medical information from 
patients: devices are. Within this framework, health data collected by DTx 
constitute sensitive information whose privacy, integrity, and confidentiality 
require appropriate standards of cybersecurity. The aim is for these data to 
be protected from unauthorized access or criminal use, phenomena whose 
incidence is increasing rapidly in the digital world. Once data are collected 
and processed, they might be stolen, reproduced, and subject to unlimited 
use. They might also be sold to third parties, for marketing and research. In 
addition, health records might be used to profile users for advertising pur-
poses(14), or made available on an unauthorized basis to insurance companies 
as a basis for calculating premiums in relation to health status. Insofar as 
DTx users have limited awareness and perception of such issues, and of the 
possible fallout from data breach or piracy, adequate cybersecurity measures 
should be implemented.

Against this backdrop, the informed consent process associated with 

Chiara Mannelli, Elio Borgonovi, Italia Agresta, Paolo Barbanti, Enrico Caiani, Oriana Ciani, Lucio Da Ros, 
Antonio Ferrari, Sabrina Grigolo, Gualberto Gussoni, Alberto Malva, Francesco Perrone, Alice Ravizza, 
Giuseppe Recchia, Eugenio Santoro, Silvia Stefanelli, Andrea Tomasini, Carlo Petrini



189Tendenze nuove - Special Issue 4/2021

the use of DTx plays a central role in order for prospective users to acquire 
knowledge regarding the nature and amount of data collected, their possi-
ble further use, and the measures put in place to safeguard privacy and 
confidentiality. Patients relying on DTx need to be properly informed in 
relation to these points, and should be allowed adequate time to ponder 
their consent or refusal. Despite the all-important role of informed con-
sent, however, the continuing progress of big data analytics means that es-
tablishing clear boundaries is far from straightforward in practice (15). As 
Lucivero and Jongsma point out, relying on informed consent is trouble-
some in a “consumer-focused domain where the mediation of healthcare 
professionals and researchers is shrinking” (7). Confidentiality related to 
health data and records is jeopardized where there is no clear demarcation 
line between the commercial and medical domains, meaning that online 
purchases indicative of lifestyle choices can be matched with medical data 
(7). Where such a distinction is blurred, there is the need to focus on which 
data should remain protected, and how. 

From this perspective, in order to foster the implementation of DTx, ad-
ditional efforts should be made to ensure a comprehensive view of the in-
tended and actual use of collected and processed data (7). Only in this way 
can preventive measures be set up to safeguard privacy and confidentiality, 
allowing patients to receive adequate information so that they can make an 
informed choice regarding the collection and processing of personal data. 

4. Digital therapeutics: a reliable pathway
 
DTx can be seen as exemplary of a reliable and approved pathway by 

which to realize the benefits of health-related digital technology. Amidst 
the proliferation of digital tools, the implementation of DTx ideally offers 
an important, qualified component with a view to delivering sustainable 
care and improving healthcare access for those in need. The spread of 
DTx, and their practical relevance to care and assistance, are closely relat-
ed both to the related clinical benefits and to the regulatory framework. 

In order for digital tools to be seen as reliable and widely adopted, users, 
caregivers and clinicians must be confident of their safety and efficacy, 
while the tools themselves must obviously earn this trust. Given their ther-
apeutic role, DTx should be developed through appropriate clinical trials 
that support manufacturers’ claims in relation to efficacy, safety and in-
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tended use; consistent with this, they must then be subject to a regulatory 
authorization process for specific therapeutic indications. The prevailing 
trait of DTx should be the clear and continuous link between the user and 
the prescribing physician, who is in charge of constantly monitoring the 
treatment’s effects on the user. The certified pathway providing the basis 
for authorization of DTx is synonymous with accountability for all data 
collected, while also ensuring the safety and efficacy of delivered care. Cer-
tification of this kind is the only way to foster the sustainability of the 
healthcare system and, at the same time, to effectively deliver better care 
and improved access to it without exploiting patients’ vulnerabilities. 

In terms of European Regulations, the key concepts of safety, efficacy, 
privacy and accountability are described in the two applicable core regu-
lations: the GDPR and the Medical Device Regulation (MDR).

Common to both sets of regulations is a safe-by-design (privacy-by-de-
sign) life-cycle approach, in relation to specific international standards 
(particularly IEC 62304 and the ISO 27000 family). Additionally, the GD-
PR and MDR have the same approach to accountability, with both stating 
that the medical device manufacturer is required to appoint a data protec-
tion officer and a person responsible for regulatory compliance. The MDR, 
moreover, requires an evidence-based medicine approach to the efficacy 
evaluation, specifying that this must be interpreted as clear application of 
state-of-the-art methods to clinical validation by means of clinical trials.

Overall, the contents covered above highlight how the implementation 
of DTx requires careful ethical evaluation and adequate education and 
awareness for clinicians, patients and society at large. Clinicians, who are 
responsible for prescribing DTx and monitoring their effects, should be 
formally required to receive adequate digital health training as part of their 
ongoing professional education: this will enable them to handle related 
clinical and ethical issues. Patients too stand to benefit greatly from educa-
tion and awareness. As the spread of direct-to-consumer and unregulated 
apps becomes increasingly rapid, patients should be properly instructed in 
regard to the value of their health data, and possible consequences deriv-
ing from unintended or unauthorized uses of sensitive items. To this end, 
patients should be made aware of the differences among digital health 
tools available on the market - ranging from products of certified provid-
ers to unregulated direct-to-consumer apps. This will enable them to make 
an informed decision in relation to processing of their data. One proposed 
solution involves the development of labels(16) - like those already used for 
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foods - to guide users in their choice. Such a system, currently under dis-
cussion at regulatory level, would provide an immediate and accessible 
way to understand the main features of the various digital tools, with a 
view to comparing them and choosing accordingly.

What is known
• The rapidly emerging use of DTx in healthcare is reshaping the ways 

of delivering and receiving appropriate therapeutic support. Howev-
er, these undoubtedly promising trends should be adequately nu-
anced, and their implementation must be subject to a thorough ethi-
cal evaluation.

What is uncertain
• Despite the considerable promise of DTx, the consequences of their 

clinical implementation are uncertain and deserve appropriate ethical 
assessment. Relevant concerns in this respect are reliability, safety, pri-
vacy, confidentiality, and the physician-patient relationship.

What we recommend
• We recommend active promotion of detailed ethical discussion, start-

ing from the early development stages of DTx. This would provide a 
sound ethical basis for development of DTx, with timely learning of 
lessons related to identification of inaccuracies, negative implications, 
and gaps between intended and actual use.
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